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Submission criteria
Please ensure each submission includes:
Name and contact details of the individual or body making the submission
Company: ProvenDB
Name: Guy Harrison
Email: guy@provendb.com

Overview of the author
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Current role:
CTO at Southbank Software
· Creator of dbKoda (dbKoda.com) and ProvenDB (provenDB.com).
· Member of the Blockchain Australia Security working group.
Previous roles:
VP of Software Engineering at Quest Software 
· Inventor of market leading database tools and the technical leader for the database tools group
· Directed both strategic vision and execution for a product portfolio which generated more than a $1 billion dollars of revenue during tenure, with teams spanning four continents
Author
· Next Generation Databases
· Oracle Performance Survival Guide
· MySql Stored Procedure Programming
· Oracle SQL High Performance Tuning
· Oracle Desk Reference
· Contributes to several other books on database technology. Monthly columns at Database Trends and Applications and more occasional articles elsewhere.
· Oracle ACE alumni and a MongoDB certified developer and DBA.

US Patents
9886483, 8015454,  8347148, 8887009 , 7784027, 8181154, 8555244, 6901582






What technological developments and applications present the greatest risk and/or opportunities for Australia and the Indo-Pacific? How do we balance these risks and opportunities?
The COVID-19 pandemic has generated more disruption and change in a few months than we have experienced in decades. 
At the highest levels, COVID-19 has forced an acceleration of many technological and societal trends that were already in progress – and Australia and the Indo-Pacific are no exception. In particular, it has resulted in a significant acceleration in the migration to cloud services, and work-from-home arrangements are becoming the new norm. 
The relatively abrupt transition to working from home has opened up significant vulnerabilities for many enterprises, which were previously relying on firewalls and “border security” to protect their mission-critical systems. In some cases, systems that were once protected by very high levels of security are now only as secure as an employee’s home router. This increase in vulnerability comes at a time of amplified economic insecurity, leading to an increased probability of cybercrime. There is also a significant reason to believe that state actors are poised to take advantage of the weakened security of government and enterprise systems.

Against the backdrop of COVID-19, the following risks and opportunities are particularly significant:

Risk: Databases and filesystems provide minimal capabilities to prevent an actor with sufficient authority from over-writing information without a trace. Timestamps inside database records and access times associated with files are essentially meta-data, which can be overwritten as required by a sufficiently authorized individual. Audit and access logs are often of insufficient granularity to establish record-level data integrity. Additionally, these audit and access logs are in themselves data stores that are subject to deliberate falsification. Indeed, in 72% of cases[footnoteRef:1], Incident Response professionals routinely report that the destruction of logs is attempted during security incidents.  [1:  https://www.carbonblack.com/global-incident-response-threat-report/november-2018/
] 

Opportunity: Blockchain technology – particularly public Blockchain – represents a truly tamper-proof storage medium, preventing redaction or overwriting of records. However, the economics and storage limitations of Blockchains make them unsuitable as a general-purpose information storage solution. Hence, our company developed a general-purpose database service that uses public Blockchain transactions to anchor database states to the public Blockchain. The result is a scalable and flexible database system in which complete data histories are preserved and in which Blockchain cryptographic proofs establish the integrity of all data.  The technology incorporates sophisticated cryptographic algorithms to flexibly secure large data volumes in a single blockchain transaction, providing superior economics to Blockchain-only solutions.   
The ability to provide a completely tamper-evident database and document server has obvious merits.  There is the potential to extend the cryptographic techniques to artefacts that are not normally within the scope of database management systems.  Files within filesystems, version control systems and object stores can be certified using Blockchain proofs, and email trails can be preserved and similarly anchored to Blockchain proofs.  This has the potential to provide tamper-evident protection across all organizational digital information.
Tamper proofing critical databases can help mitigate large scale and sophisticated attacks such as in the Carbanak hack [footnoteRef:2], where attackers manipulated databases directly to siphon large sums from bank accounts.  [2:  https://www.zdnet.com/article/carbanak-hacking-group-steal-1-billion-from-banks-worldwide/
 ] 
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