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1. AGENCY
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Australian Government presence overseas.

(’ Purpose: To make Australia stronger, safer and more prosperous, to provide timely and responsive consular and passport services, and to ensure a secure

The Department of Foreign Affairs and Trade (DFAT) provides OUTCOME 1: The advancement of Australia’s international strategic, security and economic

Shtea eataatis i Rl aimatanal-enEaRamant. interests, including through bilateral, regional and multilateral engagement on Australian

sHupiig ahdcooramathgH coRsreRERTNale R gasrmunt Government foreign, trade and international development policy priorities

approach to advancing the nation’s interests in an increasingly

IR glibial sovinarmant ThieUghicrates; ambnicissnd OUTCOME 2: The protection and welfare of Australians abroad and access to secure

future-focused statecraft, delivered in partnership with : ; - - : :
’ 3 P international travel documentation through timely and responsive travel advice and consular

government agencies, industry and the community, DFAT drives . :
and passport services in Australia and overseas

strong policy, effective programs and trusted international

relationships that position Australia for long-term success. As the

lead agency managing Australia’s global network, DFAT underpins a
EPRCY ) ED8 N K ’ ] B OUTCOME 3: A secure Australian Government presence overseas through the provision of
secure, coordinated and resilient overseas presence. This network . . . . L .
) ) ] security services and information and communications technology infrastructure, and the
enables the delivery of the Government’s international agenda .
) ) i ) ] management of the Commonwealth’s overseas property estate
through integrated diplomatic, consular, economic and security

activities, ensuring Australia can respond decisively to emerging

global challenges and opportunities.

@ ©)

Negotiate and Deliver Advocate Deliver Deliver Manage the
advocate international within Consular Passport Australian
internationally development multilateral services services Government’s
and provide and institutions overseas
international humanitarian network
policy advice assistance
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DFAT Corporate Plan
2025-26

Portfolio Budget Statement

Program 3.1
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1. AGENCY OVERVIEW

1.1 DFAT’s digital services and outcomes contribute to the purpose
Reliable, secure, sustainable and flexible Information and Communications Technology (ICT) capability is critical to DFAT’s effectiveness in a rapidly evolving digital
environment. The department delivers ICT solutions that meet business needs while operating across diverse legal, regulatory and local conditions. Core digital
services are provided to all staff, including Locally Engaged Staff, as well as Partner Agencies, enabling effective operations in Australia and across the overseas
network. The performance measures outlined below align with the Portfolio Budget Statements, key departmental activities and portfolio performance measures.
The ICT performance statistics presented demonstrate how digital services underpin and support the department’s operations.
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DRAFT

Performance Measure 12 - Australian Government staff, information and assets overseas are protected through

appropriate risk-focused security measures

DFAT Key Activity 6 ] Manage the Australian Government’s overseas network

Target 1: DFAT achieves the set security performance standards across a majority of its posts in the areas of compliance,

Targets 2025-26 to

2028-29

DFAT’s ICT landscape

culture and responsiveness to incidents.

Target 2: DFAT delivers the Overseas Resilience to Cyber Activities program to 80% of posts selected through its annual

risk-based planning process.

o
T

o
AW
1] II 'n il

4,014 Australia based
3,489 Overseas based

Source:

>

230

Secure ICT services
delivered to sites in
Australia and overseas

Across 86 Countries
30+ Regional Technical

Our people DFAT Annual Report 2024- 2025 : . 1204 posts Officers
| Securesites ) i
\‘u‘é Essential Eight / @\ e Canberra based l,:l e 3k+ printers
ﬁl'al'\ maturity level @ @  Overseas posts e 12+ desk phones
s 47E(d) ¥ X e Ministerial and state =5 o 5k+ smartphones
Eybor 18,000+ offices End-user e 6k+ laptops
maturity ) users ® 40+ partner agencies | Devices gy, desktnp PGS }
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1. AGENCY OVERVIEW

1.2 DFAT ICT key stakeholders and customers

DFAT plays a critical role as the Australian Government’s conduit for foreign affairs communications,
enabling secure and reliable engagement worldwide. Through the delivery of resilient and
coordinated ICT services, the department supports three key stakeholder groups:

e overseas-based staff,

e Australia-based staff; and
e key Australian Government partner agencies.
This capability enables effective operations across diverse environments and underpins Australia’s

diplomatic, consular, aid and trade objectives by ensuring trusted, consistent communication across
the global network.

1 1 5 { ) Overseas based DFAT staff
Overseas Posts

Overseas posts

locally engaged staff

49

Honorary Consuls

9

Austrade
Managed Posts

Overseas Australian Government Partner
Agencies staff

Australian and international partners i.e.
Quad nations

DRAFT

Australian based DFAT Staff

Partner Agencies

Key Partner Agencies

Attorney-General’s Department
Australian Centre for International

Agricultural Research

Australian Federal Police

Australian Trade and Investment
Commission

Department of Agriculture, Fisheries and
Forestry

Department of Defence

Department of Education

Department of Employment and Workplace
Relations

Department of Home Affairs, Services
Australia

Tourism Australia

Treasury

Export Finance Australia

NGO Partners
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1. AGENCY OVERVIEW j

1.3 DFAT’S key digital services

DFAT’s digital ICT services enable the department’s strategic objectives by providing secure, reliable and resilient technology that supports diplomacy, consular, aid
and trade outcomes. Services are delivered through enterprise platforms and secure networks to support staff and partner agencies in Australia and across the
overseas network. These services are underpinned by core ICT capabilities that ensure trusted communication, continuity of operations and effective service
delivery in complex global environments.
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Strategic Priority 1
Maintain secure and reliable ICT for
global operations

Strategic Priority 2
Build resilient and intelligent digital

Strategic Priority 3
Deliver user-centred digital services

ICT Strategic
Priorities
foundations

Service Delivery

Remote access technologies
Channels

Personalised and secure end-to-end digital experience

Technology Services

Management
Facilitate user access
and authentication
services to ICN
24/7 ICT support service

desk
Post /regional technical
officers

ICT Security services

Communications
ICN Low email and cable
access on mobile devices
Telephony services —
DFAT voice/PABX and fax
services
WAN Services
Post local Wi-fi services

Infrastructure
Print server capability
ICT training services
Facilitate ICT works
Provide hardware and
peripherals
Provide use of ICT
equipment at post

Applications
Standard Operating
Environment (SOE)
services
Email, calendar, and
contact applications
Cable applications
Business applications
Non-SOE software

Trade and aid systems Cyber security Enterprise ICT services

Business applications

Core System

Passports and identity systems
Capabilities R by

Mobility and remote access Knowledge management

Data centres and continuity
Consular and crisis systems Secure global communications

Overseas ICT enablement
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2. CURRENT STATE ‘

1.4 Current State Applications and Systems

DFAT manages a suite of interconnected corporate and business digital and ICT systems that underpin daily operations and global responsibilities. These systems
support critical business functions, enable collaboration across regions, and manage essential data and services. Together, they form a complex technology
ecosystem with significant interdependencies. Several key systems are approaching important lifecycle milestones and will require strategic attention over the next

decade. A detail list of key applications, their purpose and identified upgrades and replacements is provided in Appendix A.
s 47E(d)
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3. DIGITAL OUTLOOK )
1. Maintain secure and reliable ICT for global operations

Orir vision A secure, resilient and globally connected ICT ICT Strategic 2. Build resilient and intelligent digital foundations
environment enabling DFAT’s mission Priorities 3. Deliver user-centred digital services

DRAFT
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Horizon 1: 2026 - 2027 Horizon 2: 2028 - 2029 '

|

New Policv Proposals

ICN Stabilisation: DFAT's three-year plan to stabilise the
Australian Government's existing ICN environment and
determine future requirements to support

Australia's international presence and policy objectives.

DFAT Digital Uplift Program: Has been established to build a
highly secure and flexible ICT environment which will address
critical cyber security vulnerabilities and enhance diplomatic
collaboration across the whole of Federal Government.

Foreign Arrangements Scheme — Online Portal and Website
Enhancements: Ensures the ongoing enhancement and

maintenance of the Foreign Arrangements Scheme Online Portal
and website, including public register.

Key identified investments

s 47E(d)
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4. 10 YEAR ROADMAP

[ omors Y toronz YO Heriens
(CT strategy IR T T = S N S T

s 47E(d)
|

Y R ICN Stabilisation
reliable ICT for global

operations
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OFFICIAL - SENSITIVE

intelligent digital 1
foundations 1
Scheme _
s 47E(d)

Deliver user-centred
digital services

————— a2
Internally Extarnally SILGINERE AN | Dependency |
Funded Australia Funded P i s o
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- 5. ENABLERS

DFAT’s ICT policies and frameworks are aligned with Whole-of-Government (WoG) requirements, ensuring compliance with national cyber security standards, digital
service initiatives, and ICT governance frameworks. This alighment supports secure, consistent, and efficient delivery of digital services, strengthens interoperability
with partner agencies, and ensures DFAT’s ICT operations uphold government-wide priorities and standards.

Data and Digital Government Strategy

DRAFT
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Cyber and Security

- Digital and ICT Investment Oversight Framework 2023-2030 Cyber Sect:lrity Strategy . APS Workforce Strategy 2025
: The I0F is a six state, end-to-end framework The si.:rategy seeks to lm;')rove Australia's cyber The Strategy represents an enterprise-wide
providing a way for government to manage digital security, manage cyber risks and better support view on how to equip the APS workforce to
= - -[ investments ensuring they are strategically aligned sitizeis it usinesses Lo mandpe iheiey e tackle immediate and emerging challenges.

DIGITAL
ECONOMY
STRATEGY

across the WoG lifecycle.

Digital Economy Strategy
Sets out the Government’s goal to position

Australia as a leading digital economy and society

environment through six cyber shields.

Protective Security Policy Framework 2025
The PSPF prescribes what Australian
Government entities must do to protect their
people, information and resources, both

The Strategy outlines workforce initiatives
under three areas of action:

« Attract, build, and retain skills, expertise
and talentAttract, build, and retain skills,
expertise, and talent

* Embrace data, technology, and flexible and

Australian Government

DFAT

by Re305ets0up i Gavermmentygoal to pesition % domestically and internationally. responsive workforce modelsEmbrace data,

technology, and flexible and responsive
workforce models

« Strengthen integrity and purposeful
leadership

Information Security Manual

e The ISM outlines the cyber security framework
= that an organisation can apply, using their risk
management framework, to protect their

Dlgl_tal Dlglfal L Digyia) D'g't_al information technology and operational
Experience Service Performance Access Inclusion technology systems from cyber attacks
Policy Standard Standard Standard Standard ’

DFAT Corporate Plan 2025- 26 DFAT 10 Year Capability Plan DFAT People Strategy 2025-28

e—_ .| Digital Trade Strategy DFAT Security Risk Managed Remote Access — DFAFICT Warkforce
L Framework for Australia to Framework Cyber Security Guide Strategy 2024-2026
maximise economic growth Ensures the security of The guide supports access A framework to uplift,
by shaping an enabling DFAT’s people, o thalCN Frormlocations modernise and deliver a

information resources

fit-for-purpose workforce
into the future

environment for digital
trade.

outside of secure DFAT
workspaces
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- 5. ENABLERS

5.2 Define your key workforce roles

DRAFT
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DFAT Strategic Objective: Be an employer of choice, supporting the wellbeing of our people and ongoing professional development

4 Strategle Provide accessible, user-focussed digital services that strengthen collaboration,

Priori
3 - and enable DFAT to respond in a dynamic operating environment sustained by a skilled, trusted, and diverse workforce and enable DFAT
DFAT’s ICT workforce includes Xg‘é Cyber security and cloud networks E Business solutions
critical roles including system
architects, cyber security Compliance and commercial @ ICN global modernisation
specialists, and service delivery
managers. * Data and service delivery ‘ﬁ ICT Infrastructure and Operational Support
s 47E(d) .
Workforce s+ Develop a capable, diverse ICT workforce Strengthen technical and cyber capability
&) that meets modern technology and a:gg through upskilling, succession planning and
customer service needs career pathways
Establish a strong ICT talent pipeline for Expand regional ICT presence to improve
9.‘:-:.3 sustainable, global workforce. @ Global IT support and reduce cyber risk
To address these gaps, DFAT is E/] Service delivery models include workforce E Deliver global user-centred services and
implementing targeted B planning to for sustainability and resilience -) fit-for-purpose technologies
recruitment, upskilling,
succession planning, and Workforce skills development is in step Expand the Regional Technical Officer
establishing external @ with emerging technologies and aligned ICT footprint to improve IT support and
partnerships to invest in the service delivery reduce cyber vulnerabilities.
capability to deliver user-
centric digital services. Establish strong entry-level, graduate, Launch the Cyber Technical Exchange
capability to deliver user- 9{.:% cadet and school-leaver pipelines to secure ﬁ;\#\é Program to strengthen partnerships and

centred digital services. future capability. cyber upskilling
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- 5. ENABLERS

5.3 Key vendors, external assets and dependencies

DRAFT
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Key Vendors Duration

DFAT relies on a small number of critical external vendors to s e e o
deliver essential global ICT and business services that support DXC Technology Australia Pty Limited 6 years
diplomatic, consular, aid and trade operations. Vendors have been Unisys Australia Pty Ltd 3 years
engaged for several years, providing continuity and stability for Muehlbauar 1D Seivices Gmbh 5 years
core systems. While DFAT actively monitors vendor performance
and implements diversification strategies and alternative sourcing Data#3 Ltd 4 years
options to reduce over-reliance on any single provider, no Oobe Pty Ltd 4 years
opportunities for vertical integration have been identified at this VMWare Australia Pty Ltd 3 years
time. Additionally, no external assets or dependencies have been
assessed as presenting a material risk. Prescient Solution Pty Ltd 3 years
; o . CDC Data Centres Pty Ltd 3 years
Appropriate governance, accountability and reporting processes
are in place to support continuous oversight and monitoring of SFDC Australia Pty Ltd (Salesforce) 3 years
vendors and dependencies, ensuring DFAT maintains the resilience Verizon Australia Pty Ltd 5 years
and continuity of critical ICT and business services across Australia Ethan Global 3 years
and the overseas network - —
DXC Technology Australia Pty Limited 2 years
SmartComms Pty Ltd 6 years
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DFAT faces operational and technical risks that could affect the delivery of critical services supporting Australia’s diplomatic, consular, aid, and trade objectives.
Operational risks include business disruptions, workforce capability gaps, and procurement or compliance issues, while technical risks relate to legacy systems,
project delays, ICT vulnerabilities, and cyber threats. If realised, these risks may disrupt services, compromise information, or delay decision-making. DFAT mitigates
these risks through enterprise risk management, business continuity planning, system lifecycle management, and cyber resilience measures guided by the Essential
Eight framework, ensuring secure, reliable, and continuous operations across Australia and the overseas network.

DRAFT
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o

Operational

Technolo
Risks =

Risks

Cyber-attacks may compromise
DFAT’s global network, resulting in
the unauthorised access, release or
loss of corporate or sensitive personal
information.

s 47E(d)

Limited global procurement and
supply-chain options, including
constraints related to vendor
sovereign capability, may affect
DFAT'’s ability to meet requirements
and increase the risk of
non-compliance.

Delays in ICT projects may limit
DFAT’s ability to deliver new
capabilities or services and may
disrupt or degrade existing systems
and service delivery.

s 47E(d)

Legacy systems are actively identified
and managed through DFAT’s
enterprise-level capital investment
and prioritisation framework, which
guides system lifecycle planning,
renewal decisions and risk-mitigation
strategies.

s 47E(d)
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APPENDIX A: Detailed Listing of Current State Applications
Corporate applications Purpose Critically planned upgrades
and replacements
s 47E(d)
Business applications Purpose Critically planned upgrades
and replacements
s 47E(d)
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Business applications Purpose Critically planned upgrades

and replacements
s 47E(d)
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Business applications Purpose Critically planned upgrades

and replacements
s 47E(d)
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