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Key points

• Modelling supports findings of our earlier report pointing to the adverse medium to

long-term economic impact of the ongoing threat of terrorism and the disproportionately

high costs it imposes on APEC developing countries because of their heavy reliance

on trade and foreign direct investment.

• An appropriate and timely macroeconomic response can mitigate the immediate

economic impact of terrorism. However, such a response is neither sufficient nor

sustainable to offset declining productivity and worsening risk perceptions associated

with ‘shocks’ arising from terrorism concerns. Fiscal stimulus also would eventually

‘crowd out’ some private investment dampening economic activity.

• Well before the 11 September 2001 terrorist attacks, transport sectors had been the

target of terrorist activities because of their relative accessibility and the potential for

casualties on a large scale. The vulnerability of the transport sector highlights the

susceptibility of international trade, which thrives on a secure and efficient transport

system, to terrorism.

• Maritime and civil aviation are an integral part of the world economy which have supported

the rapid increase in world trade and global growth over recent decades. Any interruption

to or collapse of these transport systems would impose high costs on the world

economy. Since 11 September 2001, measures have been announced and undertaken

to enhance maritime and aviation security.

• Countering the risk of terrorism imposes enormous costs on the transport system

and requires significant effort from both government and industry.

• While it is impossible to remove completely the risk of terrorist attacks, security measures

in the transport sector designed to counter terrorism can add certainty and stability to

the global economy, raise investor confidence and facilitate trade. Modelling suggests

productivity losses associated with the increasing threat of terrorism can be more

than offset by improving risk perceptions due to enhanced security.

• Some counter-terrorism costs are integral to the price that has to be paid to protect

society. However, counter-terrorism measures can also present an opportunity to find

and agree on measures that combine the imperative to fight terrorism with the possibility

of increased efficiency in the system. These efficiency gains are maximised when all

nations adopt them and, in some cases, when they are accompanied by domestic

policy reforms.
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• Counter-terrorism measures are most effective when they are adopted universally. It

is in the interest of developed economies to ensure that there is a framework for

practical cooperation with developing economies. Without regional and multilateral

cooperation, individual economies are likely to face higher public and private costs.

• As an open and highly competitive economy, enhanced security in the transport sector

is of vital importance to Australia. It is in the interest of Australia to support and complement

efforts to enhance transport security, particularly in the Asia Pacific region.
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Counter-terrorism measures are ‘public goods’

“..it is not enough for us to simply respond to terror attacks when they

happen.  The focus must be on prevention; the citizens of our countries

demand nothing less.

And this must be a multi-dimensional effort.  From our efforts to strengthen

border and transport security… to the work being done to track and disrupt

sources of terrorist finance…to greater political coordination between

regional Governments to provide a framework for practical cooperation.”

In October 2003, the Economic Analytical Unit (EAU) of the Department of Foreign Affairs and

Trade (DFAT) produced a short report on the overall costs of terrorism and the benefits of

working together to combat terrorism. The report focused on aviation and maritime transport.

It found that the threat of terrorism had a disproportionate impact on APEC developing

economies because they were more reliant on trade and capital flows than developed

economies.

THE THREAT OF TERRORISM MAY HURT DEVELOPING
COUNTRIES MORE

While the costs of unchecked terrorism are significant for all economies, terrorism

could impose a disproportionately high cost on developing Asia-Pacific Economic

Cooperation (APEC) economies’ trade and income growth because:

• most developing APEC economies depend more heavily on trade flows,

particularly with the United States (US) and OPEC economies

• many regional developing economies rely on receiving strong foreign direct

investment (FDI) inflows the recent increase in world and regional terrorism

Source: Speech by the Hon Alexander Downer MP, Australian Minister for Foreign
Affairs at the Council for Security Cooperation in the Asia Pacific Conference in
Jakarta, 8 December 2003.

Combating Terrorism in the Transport Sector – Economic Costs and Benefits
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activity could raise risk premiums, reducing FDI inflows to economies

considered at risk

• insurance premiums may be higher on cargoes and vessels traveling to

and from developing economies because of insurers’ uncertainty about the

adequacy of local security procedures.

Source: EAU, 2003.

Building upon the earlier work, this report discusses in more detail the results of modelling

on the economic impact of terrorism. The report also attempts to examine the economic

costs and benefits of combating terrorism in the area of international transport. Similar to the

Unit’s earlier work, this report highlights the need to adopt collective measures to reduce the

costs of counter-terrorism measures and to increase the effectiveness of and maximise the

benefits from enhanced security in the transport sector.

Terrorist acts cover threats or attacks against specific groups or installations by any number

of means to disrupt economies and societies. They include:

• the potential for terrorists to use weapons of mass destruction—nuclear, chemical

and biological—for example, by introducing pathogens into the food chain or by exploding

‘dirty’ bombs

• cyber warfare and attacks against energy and other infrastructure (EAU, 2003).

Since the 11 September 2001 terrorist attacks in the US, governments around the world have

introduced security measures to combat terrorism. These measures are expensive and have

the potential to drive up trade costs and reduce exports, particularly from developing countries.

However, if properly managed, these security measures also hold the promise of facilitating

and securing trade and investment. While they are primarily aimed at combating terrorism,

the potential for positive spill over effects has focused attention on ways by which these

measures could bring about greater efficiency, and therefore promote rather than hinder

trade, encourage rather than reduce investment, and support rather than detract from overall

economic growth.

The ‘public good’ nature of counter-terrorism measures means all economies benefit from a

more secure international environment and have an interest in achieving it. Countering terrorism

creates increased international security benefits for all economies; individual economies

can benefit from the increase in security without diminishing any other economy’s ability to

enjoy these benefits. On the other hand, any individual country’s failure to take action can

2



impact negatively on global, regional and domestic welfare. Like any ‘public good’, the most

effective way to carry out counter-terrorism measures is through collective action.

It is in the interest of individual countries to participate fully in efforts to combat terrorism.

Economies which fail to cooperate in multilateral counter-terrorist measures run the risk of

marginalising themselves from many international transactions.

Combating Terrorism in the Transport Sector – Economic Costs and Benefits
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Terrorism impacts on world economic activity through a number of channels. The

immediate impact is loss of life, damage to property and infrastructure and disruption to

financial markets. There also will be significant costs in terms of the rescue effort and post-

attack crisis management as well as the cost of remedial measures.

OVERALL ECONOMIC COSTS OF TERRORISM ARE HIGH

The terrorist attacks of 11 September 2001 impacted negatively on the US economy.

• The IMF estimated that the loss of US output resulting from terrorism related

costs could be as high as 0.75 per cent of gross domestic product (GDP) or

US$75 billion per year (IMF, 2001). The cost to the regional and world economy

would be significantly higher.

• A US Congressional Budget Office (CBO) study estimated the costs of

additional security spending and delays in transportation resulting from

heightened security to be about US$20 billion (or about 0.3 per cent of non-

farm GDP) in 2002. Adjustment for spending on security was expected to

reduce total factor productivity by around 0.3 per cent (US CBO, 2002).

Ongoing terrorism in other countries has been shown to have significant impacts.

• A study of the Spanish Basque region shows that terrorism reduced the Basque

region’s per capita GDP by 10 per cent, with the gap between expected and

actual per capita GDP appearing to increase in response to spikes in terrorist

activity (Abadie and Gardeazabal, 2001).

In addition to the short-term disruptive economic effects of terrorist attacks, the ongoing threat

of terrorism will have a medium to long-term impact on the world economy.

One major channel through which terrorism impacts on world economic activity is through

operating costs as governments and businesses increase spending on security

measures to mitigate the risk of terrorist attacks. The need to hold larger inventories as a

precaution against possible disruptions in the supply chain and higher insurance premiums

2
The economic impact of terrorism
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also are additional costs for business which are passed on to consumers. These additional

costs arising from the increased threat of terrorism are costs which do not increase output in

a sustained fashion. While they may provide a boost to some businesses, there is an overall

decline in productivity as more resources are now needed to produce the same unit of output.

• The threat of terrorist attacks is estimated to have wiped out around half of the

logistics productivity gains realised in the US over the past 10 years (OECD, 2003).

• An OECD (2002) study finds that a permanent increase in military and security

spending of around 1.5 per cent of GDP and in government employment of

0.5 per cent in the US is estimated to lower the level of US productivity by around

0.5 per cent over the medium-term compared with the reference case.

• Private sector estimates suggest that due to the ongoing threat of terrorism,

commercial insurance premiums could increase by around 20 per cent in the US,

which would increase business costs by around US$30 billion per year (UBS

Warburg, 2001 cited in Penm et al., 2003 and EAU, 2003).

• According to the IMF (2001), a 10 per cent rise in inventories in the US would impose

an additional carrying cost of around US$7.5 billion per year (cited in Penm et al.,

2003).

The diversion of resources from more productive activities to security is likely to put

fiscal pressure on countries, especially developing countries.

The ongoing threat of terrorism also affects world economic activity through its impact on

business and investment decisions. The possibility of future terrorist acts creates uncertainty

which increases perceived risk and the risk premium demanded by investors. A higher risk

premium could be imposed on investing in, and trading with, certain countries or regions. For

high risk countries, a higher rate of return may be required to attract international trade and

investment. Overall, investors would seek out lower risk and shorter term investments which

typically have lower rates of return. The cumulative effect is to reduce overall investment and

economic growth to rates lower than they would otherwise be. Higher risk premiums impact

mostly on economies with substantial external financing requirements, which must pay more

for their capital needs.

• One study suggested that from 1975 to 1991, heightened terrorism reduced average

annual FDI inflows to Spain by 13.5 per cent and to Greece by 11.9 per cent (Enders

and Sandler, 1996 cited in EAU, 2003).

Combating Terrorism in the Transport Sector – Economic Costs and Benefits
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• Another study estimated the 11 September 2001 terrorist attacks to have reduced

stock market wealth by US$1.7 trillion (US Joint Economic Committee, 2002 citing

Navarro and Spencer, 2001). Although this short-term effect of uncertainty on

economic behaviour proved to be temporary partly because of the rapid offsetting

policy response and early success of the war on terrorism (US Joint Economic

Committee, 2002).

Another important channel through which the ongoing threat of terrorism affects world

economic activity is through its impact on consumer confidence. The threat of terrorism

can result in lower spending especially in the airline, tourism and hospitality industries.

• Presumably due to the 11 September 2001 terrorist attacks, tourist arrivals in the

Americas region plunged by 20.4 per cent in the last four months of 2001 and

6 per cent for the year. The US bore the brunt of the downturn, with arrivals falling by

10.7 per cent by the end of the year, its worst decline ever, with lodging occupancy

down by 5.7 per cent and revenue passenger miles on US carriers down by 7 per cent

(World Tourism Organisation, 2002). The incident also was estimated to have caused

an unprecedented 20 per cent decline in passengers and 200 000 job reductions

(APEC Transport Working Group, 2002).

• Foreign tourist arrivals in Bali dropped by 60 per cent in November after the

terrorist attacks in October 2002 while nationwide tourist arrivals slumped by

21 per cent in the same period (Associated Press, 2003). The drop in visitors was

estimated to have depressed Indonesia’s service revenues by US$1 billion dollars in

2003 (ADB, 2003).

ECONOMIC IMPACT OF BALI TERRORIST ATTACKS GOES
BEYOND DECLINE IN TOURIST ARRIVALS

The overall socio-economic impact of the October 2002 bombings in Bali has been

significant.  Beyond the sharp initial decline in tourist arrivals and the impact on the

hotel and travel industry, there was an immediate shrinking in demand for industries

that directly cater for tourism, such as taxi drivers and local handicraft producers.

Smaller enterprises appear to be hardest hit. The poorer districts in Bali and interlinked

regions felt a strong impact on income and employment levels.

Simulations using a national input-output table suggested that reductions in output

could range from 0.25 to 0.56 per cent of Indonesia’s GDP.

Source: Conflict Prevention and Recovery Programmes – UN Development Programme
Indonesia, 2003
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For this report, the Economic Analytical Unit has commissioned modelling work and also

used the results of other modelling to illustrate the potential medium to long-term economic

impact of terrorism on world economic activity. Using a general equilibrium framework, these

exercises simulated different scenarios using the various economic channels described

above.

In modelling, it is always difficult to estimate precisely the extent and duration of shocks

arising from an event, such as the decline in productivity growth or the rise in equity risk

arising from terrorism1. Thus, modelling simulation results should be interpreted with

caution. It should be remembered that any modelling of a particular scenario is simply for the

purpose of illustration.

2.1 Decline in productivity

Using the Australian Bureau of Agricultural and Resource Economics (ABARE) global trade

and environment model (GTEM), Penm et al. (2003) simulated a scenario whereby the increasing

threat of terrorism is assumed to reduce the level of primary (including labour and capital)

factor productivity as resources are diverted from more productive activities to security. They

assume the level of primary factor productivity in the world economy to be 0.5 per cent lower

over the next five years compared to what would otherwise have been the case. Airline,

tourism and hospitality industries were assumed specifically to suffer significant declines in

output (see Appendix A for more explanation of the modelling).

The effects

The simulation results suggest world economic activity would be around 0.7 per cent

(or  around US$310 billion in 2003 dollars) lower than the baseline over the medium-term

(ie. after 5 years) (Penm et al., 2003). By 2008, economic activity in the US would be around

0.6 per cent (or US$80 billion, in 2003 dollars) lower than what would otherwise have been

the case. This compares with reductions from the reference case of around 0.4 per cent (or

US$20 billion, in 2003 dollars) in Japan and 0.5 per cent (or US$65 billion, in 2003 dollars) in

the European Union (Chart 2.1).

Combating Terrorism in the Transport Sector – Economic Costs and Benefits
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CHART 2.1

Terrorism hurts developing countries more than developed economies

Impact on consumption, investment, exports and GDP after 5 years of a negative

productivity shock arising from terrorism

Source: Penm et al., 2003.
Notes: Assumed shock – decline of primary factor productivity around the world by around 0.5 per cent for the next

5 years.

ASEAN includes Indonesia, Malaysia, Philippines, Thailand and Singapore weighted on market exchange rate
basis.

East Asia includes China, Korea and Taiwan weighted on a market exchange rate basis.

The simulation results indicate that developing countries suffer more significant declines in

economic growth (in relative terms) than the OECD region over the medium-term, supporting

the findings of the earlier EAU report. For the ASEAN region, economic activity would be

around 1.4 per cent (or US$14 billion, in 2003 dollars) lower than the reference case by 2008,

compared with reductions from the reference case of 1.1 per cent (or US$35 billion, in 2003

dollars) in East Asia.
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2.2 Worldwide reappraisal of equity risk

In estimating the economic impact of the 11 September 2001 terrorist attacks in the US,

McKibbin and Stoeckel (2001) simulated a scenario whereby terrorism concerns caused a

worldwide reappraisal of equity risk for five years. The initial shock was a rise in the equity risk

premia of 5 percentage points in 2001, declining to 4 percentage points in 2002 and so on to

1 percentage point in 2005 (see Appendix B for more explanation of the modelling).

The effects

Worldwide reappraisal of equity risk causes investors to redistribute funds over other assets—

both internationally and at home. Investors move out of stocks into more secure investments

such as bonds, causing world wide investment to fall. Investment projects that were previously

viable become unviable as investors require a higher rate of return. Because the reappraisal

was assumed to be occurring everywhere, there was limited incentive for investors to

reallocate portfolios across countries.

Chart 2.2 shows the declines in real GDP from baseline. While the risk premium reappraisal

returns to normal after 5 years, real GDP does not fully recover in the US, Japan and the rest

of the OECD until 10 years later. Full recovery in Asia and Australia, does not occur until

15 years later. This lingering effect stems from the worldwide fall in investment.

Combating Terrorism in the Transport Sector – Economic Costs and Benefits
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CHART 2.2

Terrorism causes a decline in real GDP in the major world economies

Impact on real GDP of a temporary increase in equity risk premia arising from terrorism

Source: McKibbin, W. and Stoeckel, A., 2001.
Note: Assumed shock – worldwide reappraisal of equity risk premium of 5 percentage points in

year 1, 4 percentage points in year 2 and so on to 1 percentage point in year 5.

In the US, investment falls to 6 per cent below baseline after 2 years before recovering. This

fall in investment leads to an initial decline in real GDP of  0.6 per cent below baseline. The

decline in US real GDP compounds and prolongs the adverse impact on Asian countries and

Australia.

This scenario suggests that the adverse economic impact of terrorism stemming from

increased risk perceptions could be greater than those emanating from declining productivity.

The economic effects of both declining productivity and increased risk perceptions arising

from terrorism (particularly if they last for a long time) would have an even greater adverse

effect on the world’s major economies. This is discussed in the succeeding section.
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2.3 Combined shocks – permanent decline in
productivity and rise in equity risk

Both the Penm et al. (2003) and McKibbin and Stoeckel (2001) simulations assume that

terrorism causes ‘shocks’ (that is, a decline in productivity and a rise in equity risk) which are

temporary (that is, lasting for at most five years) which lead to lower output compared to

baseline. The ongoing threat of terrorism, however, presents a scenario where these

shocks could last for a very long time. We commissioned Professor Warwick McKibbin to

simulate a scenario where terrorism causes both a permanent 0.3 per cent decline in total

factor productivity and a 1 percentage point rise in global equity risk premia.

The assumed 0.3 per cent decline in total factor productivity is consistent with the US

Congressional Budget Office (2002) estimates of reduction in total factor productivity arising

from increased security spending.   The assumed 1 percentage point rise in equity risk

premia attempts to capture the reverberating effects on the equity markets of the ongoing

threat of terrorism2.

The effects

The combined shocks of a permanent decline in productivity and rise in equity risk are  predicted

to cause a much stronger contraction of investment, fall in exports and decline in real GDP

(Chart 2.3) from baseline. After five years, US and Australian real GDP fall by  around 2 per cent

(or around US$220 billion and US$9 billion, in 2002 dollars, respectively) from baseline.

Under the same scenario, Japan’s real GDP falls by over 2.75 per cent (or over US$100

billion, in 2002 dollars) from baseline. East Asian3 real GDP would be close to 3 per cent (or

over US$95 billion, in 2002 dollars) lower than baseline.   After 10 years the impact gets

worse. US, Australia and Japan real GDP are predicted to fall by over 3 per cent from baseline

and Other East Asia GDP by close to 5 per cent from baseline. China and ASEAN-4 would be

worst hit with their real GDP predicted to fall by close to 6 per cent from baseline.

Consistent with earlier findings, modelling suggests the medium to longer-term impacts

on East Asian economies would be greater because of their heavy reliance on both

exports (particularly to the US) and foreign direct investment.

2 This contrasts with McKibbin and Stoeckel (2001) simulations which attempted to capture the aftermath of the
11 September 2001 terrorist attacks and assumed a spike of 5  percentage point rise in the equity risk premia in the
first instance which then subsided to 1 percentage point after 5 years.

3 Including China, ASEAN–4 (Indonesia, Malaysia, Philippines and Thailand) and Other East Asia (Hong Kong,
Korea, Taiwan and Singapore).

Combating Terrorism in the Transport Sector – Economic Costs and Benefits
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After 10 years

CHART 2.3

Failure to combat terrorism will cause significant declines in economic activity

Impact on exports, investment and GDP of a permanent decline in productivity and a rise

in equity risk premia arising from terrorism.

   After 5 years

Source: McKibbin simulations.
Notes: Assumed shocks – permanent fall in the level of total factor productivity of 0.3 per cent around the world

and global reappraisal of equity risk premium of 1 percentage point.

ASEAN-4 includes Indonesia, Malaysia, Philippines and Thailand weighted on market
exchange rate basis.

Other East Asia includes Korea, Taiwan, Hong Kong and Singapore weighted on market exchange rate
basis.
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After five years, the results suggest East Asian exports falling by around 1 per cent of GDP (or

over US$30 billion, in 2002 dollars) from baseline and over 2 per cent of GDP (or US$75

billion, in 2002 dollars) from baseline after 10 years. Investment falls by over 3 per cent of

GDP below baseline both in ASEAN-4 (loss of around US$25 billion, in 2002 dollars) and in

China (loss of around US$43 billion, in 2002 dollars), and 2.75 per cent of GDP (or US$ 34 billion,

in 2002 dollars) from baseline in other East Asian economies after five years. After 10 years,

investment in East Asian economies is predicted to fall by over 4 per cent (or over US$180

billion, in 2002 dollars) from baseline.

2.4 Efficacy of macroeconomic responses

Could the potential adverse impact of terrorism be circumvented by accommodative

macroeconomic policies? McKibbin and Stoeckel (2001) simulated a scenario including a

monetary easing and fiscal expansion to offset the negative effects of the assumed worldwide

reappraisal of the equity risk premia and falling productivity arising from the 11 September

2001 terrorist attacks. Their findings indicate that a one–off 2 per cent rise in money supply,

which implies a 0.5 per cent fall in interest rates and 1.5 per cent of GDP fiscal stimulus nearly

offsets the adverse economic impact of the 11 September 2001 terrorist attacks in the first

year. However, in later years, the monetary relaxation is not stimulatory enough on real private

investment to offset the negative impacts of the worldwide equity risk reappraisal, the crowding

out effects of financing the fiscal stimulus and the negative productivity decline.

McKibbin and Stoeckel (2001) results suggest that while the immediate impact of terrorism

can be mitigated by an appropriate and timely macroeconomic response, such a response is

neither sufficient nor sustainable to offset the adverse medium to long-term economic effects

of shocks arising from terrorism.

Combating Terrorism in the Transport Sector – Economic Costs and Benefits
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2.5 Implications

The various modelling results highlight the significant medium to long-term economic impact

of terrorism (especially, in the case of ongoing threats), particularly on developing countries.

They point to the importance of counter-terrorism measures to mitigate the risk of further

terrorist attacks and moderate the adverse economic consequences of these attacks.

To the extent that transport systems are often the target of terrorism also highlights the

vulnerability of international trade, which thrives on a secure and efficient transport system.

The remaining part of this paper will focus on the costs and benefits of counter-terrorism

measures that have been undertaken or are going to be implemented in the area of transport

security. The next section briefly highlights the vulnerability of transport to terrorism.



3
Transport, terrorism and economic growth

The 11 September 2001 attacks hit the transport sector hard. As a consequence, the mobility

of goods and services and of people slowed, disrupting economic activities around the world.

The transport system underpins international trade, business travel and tourism and thus

impacts on world growth and economic welfare. Any interruption to, or collapse of, the

transport system would impose high costs on the world economy. Measures promoting

strong transport security have public good aspects. Nations have much to gain from

cooperating to reduce the risk of terrorism.

3.1 Vulnerability of transport systems to terrorism

Well before the 11 September 2001 terrorist attacks, transport infrastructure and

equipment had been the target of terrorist action for a number of reasons, among them:

• relative accessibility

• potential to attract significant public attention and media coverage

• linkage with national symbols (eg. national airlines)

• impact on a large number of people in a single strike.

International maritime and aviation transport have a range of vulnerabilities.

• The maritime transport system is vulnerable to terrorism due to its diverse and large

international labour force, the large amount of goods transported whose provenance,

description and ownership are often vague, the involvement of thousands of

intermediaries, many vessels being registered in countries without stringent

requirements and the ability of vessel owners to hide their identities (EAU, 2003).

• Aviation with its complex system encompassing airports, airlines and related services

such as logistics, freight forwarders, tourist operators, customs, immigration and

regulatory agencies also is highly vulnerable to terrorism (EAU, 2003).

The March 2004 terrorist attacks in Madrid and the release of Sarin gas in the Tokyo subway

system in 1998 also demonstrate the vulnerability of the mass transit rail system.

Combating Terrorism in the Transport Sector – Economic Costs and Benefits
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3.2 Economic importance of transport
The mobility of people and goods is a precondition for greater productivity and economic

growth. It provides for a more enhanced division of labour, increased productivity, structural

change, greater competitiveness, growth in incomes and higher employment.

TRANSPORT RAISES PRODUCTIVITY AND ECONOMIC GROWTH

Transport overcomes distance, improves division of labour, raises the productivity of

the factors of production (labour and capital) and thereby increases prosperity,

income and employment throughout the economy. The productivity and growth effects

of transport result from many factors including:

• lower costs and prices of goods and services

• new forms of division of labour in manufacturing and gains from reorganisation

• market expansion and economies of scale (both in the labour market

and in the procurement of goods)

• new products and improved product quality

• agglomeration economies

• increased innovation and technical knowledge

• new spatial structure, specialised land use, cost effective location

• speeding up of structural change and hence readjustment of the factors

of production (eg. in manufacturing applications)

• contributions to the formation of human capital.

Source: European Conference of Ministers of Transport, 2001.

Increasing goods production and international trade, greater transportation distances,

enhanced division of labour (globalisation), new production technologies (eg. just-in-time),

higher levels of commuter traffic and increases in business travel are producing a growth in

goods transport and production-related passenger transport. The increasing prosperity of

private households and demand for leisure time also are producing an increase in demand

for holiday transport.

• The value of merchandise trade and its GDP share has increased over the 1990s.

Between 1990 and 2002, world trade volume increased by an average 5.5 per cent per

year while world production grew by only 2.1 per cent per year (Chart 3.1).

• Between 1990 and 2002, international passenger arrivals increased by almost

4 per cent each year; growth in arrivals was highest to the Middle East (8.6 per cent),

the Asia Pacific (7 per cent) and Africa (5.6 per cent) (EAU, 2003).
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CHART 3.1

World trade grew significantly over the past decade

World merchandise trade and production, 1973–2002

Source: World Trade Organisation, 2003.

Importance of maritime transport

Maritime transport provides an important commercial link between economies. It has

supported the rapid increase in world trade and global growth over the past decade. More

than 80 per cent of world trade is transported by sea (OECD, 2003).

• In 2000–01, the share by value of Australia’s seaborne exports in total exports was

83 per cent and the share of all trade going by sea was 77 per cent (Bureau of

Transport and Regional Economics, 2003 and DFAT, 2003).

• Ninety per cent of China’s total foreign trade cargo is transported by water (Porter,

2003)

• Over 85 per cent of Chile’s foreign trade value is carried by sea in 2002 (Porter, 2003).

Between 1990 and 2001, the tonnage of goods shipped in the world increased by an

average of 3.5 per cent per year; developing South and South East Asia’s volume of

shipments loaded increased by an average of 4.8 per cent per year while shipments

unloaded increased by 7.1 per cent each year, despite the large declines in trade in 2001

(United Nations Conference on Trade and Development, 2002).
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Importance of aviation transport

Civil aviation is an integral part of the world economy. It is a key catalyst for economic growth;

it integrates the world economy and promotes the international exchange of people, products,

investment and ideas, allowing people from all areas to enter the mainstream of global

commerce (DRI-WEFA, Inc., 2002).  Although a much smaller share of the world’s trade is

transported by air than by sea, this trade is of high value (EAU, 2003).
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Implementation of counter-terrorism measures requires both one-off and ongoing investments

in new infrastructure and processes that lead to short-to-medium term increases in the

costs of doing international business and travel.

For example, the estimated costs of the extra security measures taken as an immediate

response to the 11 September 2001 attacks were around 1 to 3 per cent of North American

trade flows, equivalent to increasing traders’ annual costs by between US$5.6 and US$16.8 

billion (OECD, 2002). If such measures were applied to total 2001 world merchandise trade,

they would cost between US$60 billion and US$180 billion or up to 0.6 per cent of global

GDP (EAU, 2003).

This section discusses some of the initiatives introduced to enhance maritime and aviation

security and their concomitant costs.

4.1 New maritime security measures

A series of measures aimed at strengthening maritime security and suppressing acts of

terrorism was adopted by the International Maritime Organisation (IMO) in December 2002.

These included:

• changes to the 1974 Safety of Life at Sea Convention, which covers 98 per cent  of the

world’s fleet

• the International Ship and Port Facility Security (ISPS) Code, which will come into

effect on 1 July 2004, containing detailed security-related requirements for shipping

companies, port authorities, and governments.

The G84 at the Kananaskis Summit (26 and 27 June 2002) addressed both maritime security

and container safety. G8 committed:

• to support IMO’s amendment of the Safety of Life at Sea Convention to advance the

4
Costs of new international transport security
measures

4 The G8 Summit brings together the leaders of Canada, France, Germany, Italy, Japan, Russia, the United Kingdom,
and the United Statesof America.
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date of the installation of automatic detection systems on certain ships to December

2004 and implement the ISPS code by 1 July 2004

• to cooperate with relevant international organisations to develop and implement: an

improved global container security regime; common standards for electronic customs

reporting; advance electronic information pertaining to containers as early as possible

in the trade chain (G8, 2002).

AUSTRALIA IMPLEMENTS THE ISPS CODE

The Maritime Transport Security Act 2003 gives effect to the Australian implementation

and interpretation of the ISPS Code. Under the new legislation, the Australian Government

will regulate the security arrangements of around 70 Australian ports, 300 port facilities

and 70 Australian ships. The legislation also establishes robust compliance checking

of foreign ships.

Key features of the Act include:

• an ‘outcome based’ regulatory approach to safeguard the maritime industry

against unlawful interference and to reduce its vulnerability to a possible

terrorist attack

• flexibility for the maritime industry to develop its own security plans and

security treatments

• a nationally consistent enforcement regime with penalties that reflect the risk

to  Australian trade and the public harm that could result from a security breach

• enabling the Department of Transport and Regional Services (DOTARS) to

regulate,monitor and audit security measures to ensure industry compliance.

Source: Media Release by Hon John Anderson, MP, Australian Deputy Prime Minister and Minister
for Transport and Regional Services, 28 November 2003.

One of the key features of the Australian legislation is a nationally consistent enforcement

regime, which includes compliance checking of regulated foreign ships that enter Australian

waters. These vessels must provide pre-arrival information 48 hours before entering a port

and must have a valid International Ship Security Certificate.

In the US, the government has introduced various measures including the Maritime

Transportation Security Act of 2002, the Customs-Trade Partnership Against Terrorism

(C-TPAT) and the Container Security Initiative (CSI).
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The Maritime Transportation Security Act is intended to improve safeguards at the country’s

361 sea and river ports and improve intelligence on cargo and personnel entering US ports.

Port security has also been expanded with the introduction of the Counter-terrorism and Port

Security Act of 2003.

The C-TPAT is intended to improve security along the entire transport chain encompassing

manufacturers, warehouse operators and shipping lines. Under the program, importers or

carriers provide US Customs Service (USCS)—which has since become part of US Customs

and Border Protection (CBP)5—with  documentation relating to security measures at each

step along the route—from factory to the warehouse, the port and the ocean carrier.

The CSI, introduced in January 2002 by the USCS, is designed to prevent terrorists from

concealing personnel or weapons of mass destruction in US-bound cargo. Under the CSI

program, a team of officers is deployed to work with host nation counterparts to target all

containers that pose a potential threat. Under the USCS’s 24-hour advance cargo manifest

rule, which took effect on 2 February 2003, carriers must provide cargo manifests electronically

via the automated manifest system 24 hours before loading a container bound for the US

(World Bank, 2003). Eighteen countries have committed to participate in CSI.  While the first

20 largest ports (where about two-thirds of all the containers that arrive by sea to the US come

from or through) were the starting point of the CSI initiative, there are now 38 ports within the

eighteen countries that are in various stages of CSI implementation.  Eighteen CSI-conforming

ports are currently operational6.

Countries that do not implement required CSI procedures are disadvantaged because their

shipments are subject to more complex examinations and thus are cleared more slowly. This

has important implications for countries that send a substantial proportion of their exports in

containers to the US and which do not conform to the new standard. East Asian trade to the

US is less likely to be adversely affected with CSI conforming ports now operational in Japan,

Singapore, Hong Kong, Korea and Malaysia while China and Thailand have signed the

Declarations of Principle. In Africa, South Africa is currently the only African nation to implement

the CSI.

5 US Customs and Border Protection is an agency within the Department of Homeland Security that unifies US Customs,
Immigration and Agricultural Inspectors and the US Border Control.

6 They include: Halifax, Montreal, and Vancouver, Canada (03/02); Rotterdam, The Netherlands (09/02); Le Havre, France
(12/02); Bremerhaven (02/03) and Hamburg (02/03), Germany; Antwerp, Belgium (02/03); Singapore (03/03); Yokohama,
Japan (03/04); Hong Kong (05/03); Gothenberg, Sweden (05/03); Felixstowe, United Kingdom (05/03); Genoa, Italy
(06/03); LaSpezia, Italy (06/03); Busan, Korea (08/03); Durban, South Africa (02/03); and Port Kelang, Malaysia (03/04).
(Source: CSI Fact Sheet, 8 March 2004).
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The World Customs Organisation (WCO) passed a resolution on Security and Facilitation of

the International Trade Supply Chain to enable ports in all 161 member nations to develop

programs similar to CSI and consider adopting stricter security measures (World Bank,

2003).

Designed to support businesses, the US Automated Commercial Environment (ACE) was

re-engineered to combat terrorism and facilitate trade. ACE will identify potential risks by

implementing sophisticated data warehousing and information analysis capabilities; analyse

information prior to arrival through systems integration; expand information sharing through

a central information clearing house and provide intelligence in easy-to-use-formats via near

real-time communications. ACE is part of a long-term enterprise-wide initiative to modernise

US Customs and Border Protection business processes and the technology that supports

them (US CBP, 2003). ACE offers a single consolidated window for processing trade transactions,

trade enforcement and compliance and multi-agency mission information. When fully

implemented, ACE will provide participating government agencies the capability to access

data throughout the international supply chain to anticipate, identify, track and intercept high-

risk shipments. In October 2003, the ACE Secure Data Portal was officially launched with

41 importer accounts (US CBP, 2004).

The European Union member states adopted in May 2003 a recommendation requiring

more stringent security standards to be applied on maritime transport across the member

states.  The standards include new requirements on passenger ships on domestic voyages

and heightened security of the entire maritime shipping security chain (World Bank, 2003).

Furthermore, the European Commission recently proposed a new directive aimed at establishing

an EU-wide framework for port security that will complement the maritime security measures

about to be adopted so as to avoid a fragmentation of security efforts, ensure comprehensive

security coverage and do so with minimal additional burden for ports and port users (European

Commission, 2004).

In East Asia, countries have introduced counter-terrorism measures in the maritime transport

sector. A critical component of these measures involves cooperation with other developed

and developing countries through various fora, such as APEC (see 4.3 – APEC Cooperating

to Achieve Security) and the Association of Southeast Asian Nations (ASEAN).

• ASEAN member countries are closely cooperating with the US on the CSI, C-TPAT and

the 24-hour automated manifest system. In more general terms, ASEAN, under the

ASEAN+3 process is also cooperating with China, Japan and Korea to address the

threat of terrorism and transnational crime. As noted earlier,CSI-conforming ports are

now operational in Singapore, Hong Kong, Japan, Koreaand Malaysia.
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• The Japanese Ministry of Land, Infrastructure and Transport is set to introduce

anti-terrorist legislation that will prevent foreign ships from entering Japanese ports

unless they have a security crew on board and can provide identification (World

Bank, 2003).

• Hong Kong’s customs authorities have created a terrorist response system, acquiring

mobile x-ray machines and a radiation detector to scan cargo, and are strengthening

their intelligence capabilities with more staff and equipment (World Bank, 2003).

Costs of new maritime security measures

The costs of compliance with the ISPS code introduced by the IMO are a cost of doing business

in an environment with heightened terrorist risk.

To comply with these new rules to improve maritime security, ship operators will need to

install security equipment at an estimated establishment cost of at least US$1.3 billion and

ongoing operating costs of around US$730 million a year. Seaports also will need to upgrade

security at a further cost, likely to be as large if not larger than the additional cost faced by ship

operators. System-wide procedural changes, such as those imposed by the US 24-hour

advance notice rule, are more difficult to assess, but based on carriers’ data alone were

estimated in 2003 to be US$282 million. The overall costs of those transport counter-terrorism

measures that could be measured were estimated in 2003 to be slightly over US$2 billion

(OECD, 2003).

In Australia, the government announced in the 2003-04 Federal Budget that it would allocate

A$15.6 million over two years to tighten Australia’s maritime and port security by developing

enabling legislation, providing guidance to industry and ensuring compliance with the ISPS

code (DOTARS, 2003). The Government expects that the implementation costs to industry

will be A$313 million in the first year, with ongoing costs of up to A$96 million per year

(Maritime Security Bill 2003 Explanatory Memorandum).

• The Australian Ship-owners Association estimates that the cost for the 47 affected

Australian-flagged vessels could be between A$750 000 and A$900 000 each

(Higgins, 2003).
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4.2 New aviation security measures

Since the terrorist attacks of 11 September 2001, the safety and security of the civil aviation

system has assumed greater importance, and efforts to strengthen the system have become

the subject of international attention. Significant aviation security measures have been introduced

by governments, airlines, airports and aviation associations.

The International Civil Aviation Organisation’s (ICAO) Plan of Action for Strengthening Aviation

Security formulated after 11 September 2001 includes:

• the identification, analysis and development of an effective global response to new

and emerging threats integrating timely measures to be taken in specific fields including

airports, aircraft and air traffic control systems

• strengthening of the security-related provisions of the Convention on International

Civil Aviation, using expedited procedures where warranted and subject to overall

safety considerations, to provide protection to the flight deck

• the establishment of security audit programs to identify and correct deficiencies in the

implementation of ICAO security-related standards (ICAO, 2002).

In order to assist States with implementation, ICAO has developed a Training Programme for

Aviation Security, currently comprising seven aviation security training packages.

The G8 at the Kananaskis Summit committed to: accelerate implementation of standards for

reinforced flight deck doors for all G8 passenger aircraft and of mandatory aviation security

audits of all ICAO contracting States; enhance cooperation including sharing of information

about security assessments and vulnerabilities; and encourage proportionate contributions

to the ICAO aviation security mechanism.

In the US, the US Aviation and Transportation Security Act of 2001 aims to create, develop and

streamline security procedures and protocols and reduce the chances of any security breach

or violation (Coughlin et al., 2002). The legislation requires the Attorney General and the

Secretary of Transportation to develop a program that ensures the screening of all passengers

and baggage for illegal and dangerous items. The Act established a new Transport Security

Administration picking up elements including: sky marshals, flight deck integrity measures,

improved airport perimeter access security, security screening, and provision of passenger

manifests.

In Australia, since 11 September 2001, the Government has implemented additional security

measures, including: increased passenger baggage screening and access control; increased
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deployment of Australian Protective Service officers to major Australian airports; advanced

training and improved equipment for Australian Protective Service officers; a three-fold increase

in the number of explosive detection canine teams and deployment of armed air security

officers on domestic flights (Media Release by Hon John Anderson, MP, Australian Deputy

Prime Minister and Minister for Transport and Regional Services 6 September 2002). In

December 2003, the Government announced additional aviation security measures which

will be progressively implemented during the first half of 2004. These include: the expansion

of the aviation security regulatory regime to cover all (180) airports handling passengers; a

grant program to assist smaller airports to implement appropriate security measures; hardened

cockpit doors requirement for all regular and charter aircraft with more than 30 passengers;

an Aviation Security Identification Cards requirement for all staff working at airports servicing

passenger and freight aircraft; extension of the current regulatory regime for international

freight to domestic services; and establishment of an Office of Transport Security within

DOTARS to oversee security matters (Media Release by Hon John Anderson, MP, Australian

Deputy Prime Minister and Minister for Transport and Regional Services, 4 December 2003).

These measures correspond with the Aviation Transport Security Bill currently before Parliament.

AUSTRALIAN AVIATION TRANSPORT SECURITY BILL TO
IMPROVE CIVIL AVIATION SECURITY

The purpose of the Aviation Transport Security Bill is to maintain and improve transport

security in civil aviation by:

• enhancing the structure of the aviation security regulatory framework and  providing

for adequate flexibility in order to reflect the rapidly changing threat environment

• aligning Australian aviation security with the revised ICAO standards

• introducing graduated penalties for a more appropriate or equitable enforcement

regime

• implementing recent policy reviews and decisions made in response to the

elevation of risk to aviation.

Source: www.dotars.gov.au/dept/legislation /index.html accessed March 2004.
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Australia also is negotiating with other countries to enable the deployment of air security

officers on flights to and from those countries. It is envisaged that Australia will enter into non-

treaty level arrangements with these countries. Arrangements for the deployment of air security

officers with Singapore were finalised on 15 December 2003.

The European Commission has proposed new common rules on air security including:

control of access to sensitive areas of airports and aircraft; control of passengers and their

hand luggage; control and monitoring of hold luggage; control of cargo and mail; training of

ground staff; classification of weapons and other items prohibited on board or in sensitive

areas of airports. The Commission also is coordinating the EU position in ICAO on new

regulations on access to the cockpit, including strengthened doors, and remote surveillance

of the cockpit (European Commission, 2002).

Throughout  Asia, governments, airlines and airports are working toward meeting revised

ICAO standards including the goal of screening all checked baggage. Similar to maritime

security, aviation security measures are being undertaken in cooperation with developed

countries and other developing countries, international organisations and regional

institutions such as APEC (see 4.3 – APEC Cooperating to Achieve Security).

Costs of new aviation security measures

The ongoing costs of enhancing aviation security measures are very large. Since

11 September 2001, airlines have spent $43 billion on security measures—among them

more thorough baggage checks, greater in-flight inspection and new regulations for secure

cockpit doors (World Bank, 2003). Costs also will be imposed on commercial plane

manufacturers, flight trainers and others.

The US Aviation and Transportation Security Act of 2001 estimated the cost to the federal

government at around US$9.3 billion over 2002 to 2006. Airport operators’ additional costs

are expected to be around US$56 million annually in 2001 dollars (Coughlin et al., 2002 citing

the US CBO).

The Agency for Air Transport Security in Africa is investing US$27 million to modernise member

states’ airport security infrastructure (World Bank, 2003).

The Australian aviation security measures announced on December 2002 are estimated to

cost A$180 million. This will largely be met by the aviation industry, which is responsible for

26



providing security screening in accordance with the Government’s requirements. The enhanced

security package announced in December 2003 will cost the government an additional

A$93 million dollars (Media Release by Hon John Anderson, MP, Australian Deputy Prime

Minister and Minister for Transport and Regional Services, 4 December 2003).

4.3 Initiatives enhancing both maritime and aviation security

Other initiatives have been introduced collectively through international organisations and

regional forums to enhance both maritime and aviation security.

In May 2003, ICAO adopted a blueprint for the integration of biometrics identification information

into passports and other Machine Readable Travel Documents (ICAO, 2003). The blueprint

will enable the 188 Member states to implement a global system of identity confirmation that

adheres to international standards. Facial recognition was selected as the globally interoperable

biometric for machine-assisted identity confirmation with Machine Readable Travel Documents.

Countries will have the option of using one or two secondary identifiers (eg. fingerprint and

iris scan) to supplement facial recognition for personal identification. The ICAO believes this

initiative will enhance security, provide speedier border clearance for the travelling public and

provide added protection against identity theft.

In January this year, the US confirmed it will soon require certain countries to have in place a

biometric program for travel documents for continued participation in the Visa Waiver Program

(Canada Passport Office, 2004). This requirement will affect 27 countries, including Australia.

AUSTRALIA WELL-ADVANCED TO ADOPT ICAO-APPROVED BIOMETRIC
SYSTEM

Biometrics is a means of identifying a person by biological features unique to an

individual, using advanced computerised recognition techniques (ICAO, 2003). At a

meeting of international biometric experts in Sydney in February 2004, an industry and

government joint delegation from Australia launched a bid to have face recognition

standards accepted across the world as the main method of border protection in the

fight against the threat of global terrorism (Standards Australia, 2004).

Australia is well advanced in its plan to incorporate facial recognition biometrics into

passports following the allocation of A$6.5 million to test the technology in the past two

years (Media Release by Hon. Alexander  Downer, MP, Australian Minister for Foreign

Affairs, Canberra, 4 June 2003). The biometrics is due to come into force in time for the

US deadline.
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Meanwhile, the Australian Government has decided to revise the Passports Act 1938

to allow the introduction of biometrics. The new measures will also provide for increased

penalties, action against those who lose two or more passports, and for comprehensive

data exchanges such as international alerts on lost and stolen passports (DFAT,

2004).

APEC cooperating to achieve transport security

APEC’s contribution to global efforts to counter terrorism consists of several elements. These

include working with other international organisations, establishment of a Counter-Terrorism

Task Force and development of a Counter-Terrorism Action Plan for each APEC member

country to facilitate exchange of information on their security needs. The Counter-Terrorism

Task Force, in particular, is matching the capacity building needs of economies with relevant

expertise of agencies such as the IMO, the WCO and the ICAO.

In 2002, APEC adopted a new initiative to Secure Trade in the APEC Region (STAR). The STAR

initiative seeks to strengthen security against the terrorist threat while at the same time

boosts trade efficiency. The initiative involves protecting cargoes, international aviation and

shipping, and people in transit. The measures include the rapid implementation of a container

security regime; a ship and port security plan to be drawn up by July 2004; common standards

for electronic customs reporting by 2005; baggage screening; reinforced flight deck doors in

passenger aircraft; advance passenger information (API) systems; biometrics for entry and

exit procedures. Ports in the APEC region must now upgrade security to meet STAR standards.

APEC’s Working Group on Maritime Security is focused on implementing the IMO’s ISPS

codes by the due date. This will be followed by the installation of automatic identification

systems on certain ships by December 2004.

Many  APEC ports are now participating in the US CSI regime. Security has also been enhanced

with the adoption of non-binding business friendly guidelines for the private sector to improve

their supply chain security practices (APEC’s Private Sector Supply Chain Security Guidelines).

APEC is undertaking programs including training, to simplify and harmonise customs

procedures to improve accuracy, uniformity and transparency of customs procedures. Other

programs are helping to raise the level of integrity of customs administrations in the region

and facilitate the electronic lodgement and processing of customs related information by

exporters and importers. These measures are aimed at reducing the need for paper documents

in customs administration and making it easier for law enforcement personnel to target

suspicious cargoes or traders.
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The APEC Transportation Working Group is helping to develop a system for accrediting

agents who provide employees to maritime companies in the Asia Pacific region. Such

accreditation is aimed at improving the quality of seafarers and to ensure that only bona fide

seafarers are employed on vessels.

The APEC Transportation Working Group also is supporting the development and use of

Intelligent Transportation Systems to enhance supply chain security and increase the efficiency

of trade. These systems involve the use of electronic cargo seals and sensors, electronic

cargo manifests and Global Navigational Satellite Systems.

The STAR initiative also seeks to enhance the safety and security of airline passengers and

crew. APEC economies have agreed to introduce highly effective screening procedures and

equipment at all APEC international airports no later than 2005. Programs are underway to

help economies meet international safety standards and to ensure that aviation personnel

are properly trained.

ADVANCE PASSENGER INFORMATIONS (API) SYSTEMS TO BECOME
OPERATIONAL IN APEC ECONOMIES

APEC standards for the implementation of API systems have been agreed and it is

expected that an API system will become operational in most APEC economies over

the next few years.

The API systems provide advance notice to border control agencies of who is travelling

to their borders, enable passenger details to be pre processed and checked against

relevant alert lists, and for appropriate arrangements to be made for high risk persons

on their arrival by law enforcement personnel.

In Australia, the new platform for API is the Advance Passenger Processing system,

which is an enhancement of the Electronic Travel Authority system. The Advance

Passenger Processing system provides a seamless, integrated process between

international departures and arrivals. It allows airlines to verify a passenger’s travel

authority at check-in and sends the advance passenger information to the country of

destination using a global airline communications network (Department of Immigration

and Multicultural Affairs, 2002).

APEC also is developing a Regional Migration Alert System (RMAS) to strengthen border

security.  RMAS will detect persons of concern and lost, stolen and fraudulent travel

documentation. In line with this, APEC is strengthening the capacity of border security
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agencies with a range of projects covering: document examination and fraud detection;

travel document security; and standards codes of professional conduct and service for

immigration officers.

In 2003, APEC leaders agreed to establish a regional and trade security initiative within the

Asian Development Bank to support projects that enhance port security as well as combat

terrorist finance and achieve other counter-terrorism objectives.

The STAR Initiative meeting held in Chile on 5–6 March 2004, focused on improving air cargo

screening and avoiding Man Portable Air Defense System threats and attacks; the implementation

of the ISPS Code and technical cooperation for maritime safety; biometrics identification,

APP and API systems; and on the establishment of Financial Intelligence Units in APEC

Member economies.

APEC recognises the considerable investment needed to implement the STAR initiatives.

However, APEC also expects to generate enormous savings from facilitating a more secure

and efficient movement of goods and people across borders. For example, an APEC 2001

report found that the adoption of paperless trading alone could reduce landed costs of

goods traded between APEC economies by 3 per cent each year—an annual saving of

around US$60 billion each year (Fiol, J., 2004).

(See section 6.1 for Australia’s support of APEC STAR initiatives).

4.4 Implications

Countering the risk of terrorism imposes enormous costs on the transport system and will

require significant effort from both government and industry.

Some counter-terrorism costs are integral to the price that has to be paid to protect society.

However, counter-terrorism measures also can  present an opportunity to find and agree on

measures that combine the imperative to fight terrorism with the possibility of increased

efficiency in the system. These efficiency gains can be maximised when all nations adopt

them and, in some cases, when they are accompanied by domestic policy reforms. The

succeeding section discusses some of the benefits from adoption of counter-terrorism

measures in the transport sector.
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5
Benefits of new international transport security
measures

International transport security measures, by reducing the risk of terrorism, will pay future

dividends through reduced risk premiums.

Many of the new security measures being introduced to combat the threat from terrorism have

trade facilitation benefits separate from, and additional to, their counter-terrorism task, that is

they enhance trade efficiency and thereby promote overall economic growth. With international

trade expanding rapidly and increasingly relying on just-in-time delivery, efficient global logistics

systems are essential. Expenditure on new logistics systems represents an investment

which will deliver considerable efficiency returns in the future.

The introduction of new security measures also creates an opportunity to review long-established

practices and regulations in the transport sector. Domestic policy reforms aimed at streamlining

regulations and removing anticompetitive practices in the international transport sector can

strengthen the competitive position of an economy by increasing efficiency and productivity.

Counter-terrorism measures, if properly managed, could result in a more efficient international

transport system.

5.1 Investment against future attacks

The cost of security measures should be viewed as an investment against future terrorist

attacks on the transport system. It is an investment which if successfully implemented could

help reduce risks and therefore minimise loss of lives and economic disruption.

ECONOMIC BENEFITS FROM REDUCING SECURITY RISKS

An analysis of economic security ratings of 53 developing countries from 1984 to

1995 shows that economies can achieve significant benefits by reducing their security

risks. The study found that in the short to medium-term, measures that increased

economic security in relatively insecure developing countries to levels in ‘best practice’

regions raised private investment by 0.5 to 1 percentage point of GDP. In the long-
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term, these measures boosted economic growth by 0.5 to 1.25 percentage points

per year. Politically motivated terrorism was found to be one of the most important

security factors undermining economic growth in the short to medium-term.

Source: Poirson, 1998.

The main benefit of enhanced transport security stems from the fact that the costs of enhancing

transport security are of magnitudes most likely much smaller than those that might result

from the economic disruptions of a major terrorist attack.

The costs of terrorism as suggested by the model simulations discussed earlier, also illustrate

the potential benefit of counter-terrorism measures in the transport sector. Enhanced security

by engendering certainty and stability to the global economy should encourage investor,

business and consumer confidence.

Modelling indicates that declining productivity arising from increased security costs can be

more than offset by declining equity risk premia as risk perceptions improve due to enhanced

security (Chart 5.1). The net benefits would be even greater because some of the productivity

losses arising from counter-terrorism measures would also be offset by trade facilitation and

efficiency benefits that could arise from the same measures, as discussed in the succeeding

section.
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CHART 5.1
Effects of productivity decline arising from counter-terrorism measures can be more
than offset by effects of declining equity risk premia as security is enhanced

Contrasting impact on GDP after 5 years of declining productivity and improving risk

perceptions.

Source: McKibbin simulations.
Notes: Assumptions for these simulations are: a permanent 0.3 per cent decline in productivity from baseline and

1 percentage point decline in equity risk premia from baseline [n.b. modelling results in chapter 2 assumed a
1 percentage point rise in equity risk premia].

5.2 Trade facilitation effects

Security objectives and trade facilitation can be mutually reinforcing. In addition to the benefits

of reducing exposure to terrorism, technological advances to increase security are likely to

increase the efficiency of cargo handling, cargo movement tracking and people movement.

These efficiency gains may lower the cost of international trade. The gains from these

improvements are likely to be greatest in developing countries that need to “catch-up” with the

more efficient systems in developed economies (Chart 5.2).
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SECURITY DRIVEN IMPROVEMENTS CAN BENEFIT TRADE

Security-driven modernisation can bring about improvements in international

transport, which will benefit all parties in the trade supply chain. These savings could

partially offset the cost of investment in security measures:

• turnaround times would be shortened

• customs clearance would be accelerated and redundant data entry would be

avoided

• theft and fraud would be reduced—maritime theft and fraud is estimated to cost

between US$30 billion and US$50 billion a year.

Source: EAU, 2003.

CHART 5.2

Customs clearance takes longer in developing countries

Average days required for custom clearance by sea, by region

Source: International Exhibition Logistics Associates (http://www.iela.org) cited in World Bank, 2003.
Notes: Developed includes France, Germany, Greece, Netherlands, Spain, Sweden, United States; East Asia and

the Pacific includes China, Hong Kong, Indonesia, Malaysia, Philippines, Singapore, Taiwan, Thailand,
Vietnam; Latin America and the Caribbean includes Argentina, Brazil, Chile, Mexico; Africa includes
Mozambique, South Africa, Egypt, Guinea Bissau, Angola; South Asia includes India.
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The prospect of reducing threats through technology-intensive customs inspections can be

viewed as an investment in greater trade efficiency.  Automated technology—such as bar

codes, wireless communications, radio frequency ID tags, tamper-proof seals for containers

with global positioning technology and other electronic measures—could accelerate global

trade while improving security (Reddy, 2002 cited in World Bank, 2003).

• Advance passenger and goods information systems and other electronic

identification techniques at ports will speed up passenger and goods movements

(over time lowering business costs) and provide increased security at the border.

• By simplifying the detection of high risk consignments the advance electronic

transmission of customs data before the goods are shipped will facilitate trade

(WCO, 2003).

Standardising the electronic manifests system at all ports will save time and reduce costs

through quicker processing of cargo, faster vessel turnaround, a more consistent approach

to cargo and vessel data reporting, increased confidence in the reporting system and more

timely responses for importers and exporters. All these benefits will lower freight and

handling costs, reducing final prices of traded goods and increasing demand.

Introducing compatible electronic systems to handle trade also will reduce business costs.

For example, after introducing an electronic supply chain and logistics system, a US

manufacturer with an annual turnover of US$1.2 billion and imports of US$100 million now

takes only 20 minutes with half as many people to produce a manifest that formerly took two

to three days to prepare (Chabrow, 2003).

• USCS’ cost-benefit analysis of a new electronic customs manifest handling system it

was proposing  before September 11 indicated direct savings to US importers alone

of US$22.2 billion over 20 years and savings to the US government of US$4.4 billion

over the same period (OECD, 2003).

The USCS’ ACE project is expected to increase security by enabling the USCS more readily to

identify and intercept high risk cargo, while at the same time reducing costs to business and

facilitating the faster processing of goods.

According to recent research, automated customs can lower direct costs of customs clearance

by the equivalent of 0.2 per cent of the value of traded goods. By accounting for the indirect

benefits of reduced delays, costs are reduced by 1 per cent of merchandise trade value

(Hertel, Walmsley, and Ikatura 2001, cited in World Bank, 2003).
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One study (Wilson, Mann, and Otsuki, 2003) estimated the potential increase in trade following

improvements in trade facilitation areas (ports efficiency, customs environment, regulatory

environment and service-sector infrastructure as proxied by the use of e-commerce in

businesses). The authors examine a scenario in which trade facilitation capacity in below-

average countries is raised halfway to the average of the entire set of countries. Their findings

suggest that better trade facilitation would increase trade among the 75 countries by

9.7 per cent (or approximately US$377 billion dollars) (Chart 5.3). Improved customs regimes

would increase trade by 0.8 per cent (or US$33 billion dollars), more efficient ports would

increase trade by 2.8 per cent (or US$107 billion), while improved regulatory environment

would increase trade by 2.1 per cent (or US$83 billion). Enhanced use of e-commerce in

businesses would increase trade the most, by almost 4 per cent (or US$154 billion dollars).

This latter result is consistent with the estimated benefits arising from the adoption of paperless

trading among APEC economies, noted earlier. The APEC 2001 report suggested that paperless

trading could reduce landed costs of goods traded between APEC economies by 3 per cent

each year or an annual savings of around US$60 billion.
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CHART 5.3

Counter-terrorism measures can bring about trade facilitation benefits

Trade gains (exports plus imports) from raising handling capacity in 75 below-average

countries halfway to global average

Source: Wilson, J.S., Mann, C.L., and Otsuki T., 2003 cited in World Bank, 2003.
Notes: The study included 75 countries including 52 developing countries. The indicators in the analysis are:

• port efficiency (through measurements of port infrastructure)
• customs environment  (incl. non tariff fees)
• regulatory environment  (incl. transparency of government policy and control on corruption)
• use of e-commerce by businesses, a proxy for service sector infrastructure necessary to implement

e-business.

5.3 Implications

While it is impossible to remove completely the risk of terrorist attacks, security measures in

the transport sector designed to stop terrorism can add certainty and stability to the global

economy, raise investor confidence and facilitate trade.
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6
Working together – minimising the cost and
maximising the benefits of counter-terrorism
measures

Complex cross border linkages and the number of players involved in world transport mean

that actions to counter terrorist activities work best when all economies work together to

minimise the risk of terrorism and maximise global benefits. Improving ports, customs and

logistics security involves a continuing process of institutional change that moves countries

toward best practice. The bulk of this agenda requires national action.

The initial costs of measures stemming from security imperatives will pay off in the long run

through efficiency gains, better management of information and greater use of electronic

commerce. Developing countries that are quick to introduce new security arrangements will

benefit most. Both trade and investment are likely to be diverted from countries that are not

integrated into the emerging global transport security arrangements.  Exports from these

countries also will be subject to increased manual inspections which will add to costs and to

the time taken to ship goods from supplier to customer.

Economies that do not adopt, or which are slow to adopt, new trade security measures will

put their existing trade at risk. The economies that are least able to afford the new measures

are therefore at greatest risk of becoming marginalised and less engaged in the global

trading system. For these economies, the gains from trade and the pace of economic development

will be less than they otherwise would.

Economies that are outward-looking and export-oriented have the greatest incentive to be

early adopters of new security arrangements. They have the most to lose in the event of a

trade disruption arising from terrorist attacks. Furthermore, from a cost standpoint, the costs

of new security measures for these economies can be spread over a larger volume of trade

implying lower average and marginal cost. The potential benefits of efficient transport and

customs processing systems also are likely to be enjoyed by a large sector of the economy,

which should help cement reforms in these areas.

On the other hand, economies that have a relatively small export sector might consider the

introduction of the new measures as costly and challenging for their stage of economic
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development, to the extent that the measures are technology-intensive and the integrity of the

systems are dependent on reliable and high quality utility services. However, sticking with

current security measures and processes is not an option. Existing security systems and

procedures are no longer adequate in light of the increased threat from terrorism.

For all economies there is no choice but to ensure the early adoption and to sustain

implementation of enhanced security measures.

6.1 Implications for the developed and the developing world

Counter-terrorism measures are most effective when they are adopted universally. It is in the

interests of developed economies to ensure that there is a framework for practical cooperation

with developing economies.

Involving developing countries more centrally in global security planning, together with a

program of appropriate technical assistance, would help developing countries mitigate security-

driven cost increases that would otherwise reduce their participation in the global task of

enhancing security (World Bank, 2003).

Developing economies have much to gain from strong cooperation to reduce terrorism. By

taking coordinated joint action to counter-terrorism, developing economies will increase the

effectiveness and reduce the costs of their efforts to ensure the security of their citizens, trade

and investment.

AUSTRALIA SUPPORTS TRANSPORT SECURITY
MEASURES IN THE REGION

Australia is undertaking a range of activities that support and complement transport

security measures in the region, in general and the objectives of APEC STAR, in

particular.  These include:

• a  A$1.45 million customs project in ASEAN developing countries to improve

customs administration procedures and processes and to assist with the

adoption of international best practice to cargo clearance

• a  A$3.0 million project in Indonesia to enhance travel security by strengthening

airports, immigration and customs control systems and capabilities
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• a  A$5.0 million package of counter-terrorism assistance in the Philippines

with particular focus on border control and port security as well as law enforcement

and regional cooperation

• travel document fraud detection workshops run by the Department of Immigration

and  Multicultural and Indigenous Affairs for officials in Indonesia, Malaysia,

Papua New Guinea and Vietnam

• strengthened cooperation between Department of Immigration and  Multicultural

and Indigenous Affairs and Indonesian immigration and police authorities to

detect third country high risk nationals and to share information on people

smuggling

• a trial of Australia’s API system in Malaysia

• customs integrity self assessment workshops provided by the Australian Customs

Service to assist China, Indonesia, Philippines and Vietnam to complete the

WCO’s Self Assessment Guidelines

• a project in China to help develop electronic cargo manifests that satisfy both

customs and port requirements

• implementing automated customs data systems in Papua New Guinea and

the Pacific.

Source: AusAID Updates, 2004 and AusAID, 2003.

6.2 Implications for international organisations and
regional institutions

The IMO and the ICAO also have a role. Through their technical cooperation activities they can

help developing countries improve their capacity to bolster security and trade. Assistance

should be coordinated with the multilateral development agencies to ensure absorption and

non duplication of capacity building initiatives provided by the developed world.

The G-8 has committed itself to increasing security for all transport modes and to promoting

policy coherence and coordination among international organisations such as the ICAO, IMO

and WCO (World Bank, 2003).

APEC also has a role.  APEC has already undertaken a range of activities aimed at ameliorating

the risks of terrorism which should help underpin efficient and safe maritime and aviation

trade and movement of people.
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In dealing with the enormous task of providing global security without jeopardising trade

flows from developing countries, the World Bank (2003) calls for:

• increased technical assistance to developing countries in risk assessment, customs

administration and infrastructure planning

• greater trade related coordination not only with other countries, but also with their own

private sectors

• the development of a risk assessment template that would ensure that high-risk

areas are targeted for special security programs

• a formula for sharing the cost between the developed and the developing world to

ensure that the burden for developing countries is one that they could and would

reasonably shoulder given the extent of the cost and the prospect of greater benefits in

the future.

Without regional and multilateral cooperation, individual economies are likely to face higher

public and private spending on measures to combat terrorism.

6.3 Implications for Australia

As an open and highly competitive economy, enhanced security in the transport sector is of

vital importance to Australia. Australia has enacted and is well advanced in implementing

many counter-terrorism measures in the transport sector.

It is in the interest of Australia to support and complement efforts to enhance transport security,

particularly in the Asia Pacific region. Australia, through its aid program and through various

multilateral and bilateral endeavours is providing assistance to transport-related authorities

in the region, to help build greater capacity to prevent potential terrorist threats.
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Productivity Output of airline, tourism
and hospitality industries

The world economy -0.50   -7.5
United States -0.30   -8.0
Japan -0.25   -6.0
European Union -0.60   -6.0
East Asia -0.60   -6.0
ASEAN -0.80 -10.0
Other Asia -0.80 -12.0
The rest of the world -0.90   -9.0
Australia -0.25   -5.0

Appendix A

ABARE – Global Trade and Environment Model
(GTEM)

Penm et al. (2003) used the Global Trade and Environment Model (GTEM) of the Australian

Bureau of Agricultural and Resource Economics (ABARE) to examine the medium to long tem

economic costs of terrorism.

Key assumptions

The key modelling assumption used was that terrorism causes uncertainty which imposes

increases in business costs. As resources are diverted from more productive uses to security,

growth in productivity in the world economy weakens. More specifically, Penm et al. (2003)

assumed:

• escalating threat of terrorism reduces the level of primary factor productivity in the

world economy by 0.5 per cent over the next five years compared with what otherwise

would have been the case

• significant declines in output of airline, tourism and hospitality industries to take account

of the higher sensitivity of these sectors to terrorist attacks.

Details of the assumptions are presented in Table A.1

Table A.1 Productivity and output assumptions from the reference case

In their paper, Penm et al. (2003) also simulated a second scenario where the threat of

terrorism increased in a particular region, hence the region suffers greater reduction in
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productivity compared to the other parts of the world where the risk of terrorism is assumed

to be contained, as a result of increased security and coordinated efforts internationally.

Main features of the model

GTEM is a dynamic, multi-region, multi-sector, computable general equilibrium model of the

world economy. ABARE developed the model specifically to address policy issues with global

dimensions. GTEM simulates the impact of policy changes or specific events (shocks) on a

large number of economic variables of a particular national/regional economy including gross

domestic product, consumption, production, trade, investment and greenhouse gas emissions.

The model was not revised specifically to handle the assumed shocks arising from terrorism

and its effects on economic activity.

The key structural features of GTEM are:

• a computable general equilibrium framework based on microeconomic principles and

accounting for economic transactions occurring in the global economy—the theoretical

structure of the model is based on the optimising behaviour of individual agents (for

example, firms and households)

• a dynamic analytical framework characterized by capital and debt accumulation and

endogenous population growth, which enables the model to account for transactions

between sectors and trade flows between regions over time—as a dynamic model, it

accounts for the impacts of changes in labour force and investment on a region’s production

capabilities

• representation of up to 68 regional economies (corresponding to individual countries or

country groups) that are linked through trade and investment flows—this allows for detailed

analysis of the direct as well as flow-on impacts of policy and exogenous changes for

individual economies—the model tracks intra-industry trade flows as well as bilateral

trade flows, allowing for detailed trade policy analysis

> For this particular exercise, the model was run with 8 regions, aggregated from

the original 68 country/region aggregation. The country/regional groupings include:

the United States; Japan; European Union; East Asia (China, Korea and Taiwan);

ASEAN (Indonesia, Malaysia, Philippines, Singapore and Thailand); Other Asia

(excludes East Asia and ASEAN); the rest of the world; and Australia.

• a high level of sectoral disaggregation (defining up to 62 broad sectors), which

minimises likely biases that may arise from an undue aggregation scheme.

Source: ABARE website – www.abare.gov.au/research/models/GTEM/GTEM.htm.
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Appendix B

McKibbin-Sachs global model

McKibbin and Stoeckel (2001) used the McKibbin-Sachs Global (MSG3) Model to examine the

economic impact of the 11 September 2001 terrorist attacks in the US. They examined various

economic effects of the terrorist attacks by simulating a number of scenarios. They assumed

four scenarios, not all of which are discussed in this paper. The paper can be found at

www.economicscenarios.com.

Key assumptions

McKibbin and Stoeckel (2001) simulated an increase in the perceived risk of economic growth

in the world economy following the terrorist attacks by assuming a worldwide reappraisal of

equity risk. They assumed a rise in worldwide equity risk premia of 5 per cent in 2001,

4 per cent in 2002 and so on to 1 per cent in 2005. They assumed this pattern of premia

change to capture roughly the fall in the stock market a month after the terrorist attacks. They

also simulated a variant of this scenario where they assumed that the equity risk reappraisal

occurred only in the US.

McKibbin and Stoeckel (2001) simulated other scenarios with the following assumptions:

• a permanent fall in total factor productivity in the US and the rest of the world

• a 2 per cent rise in money supply implying a 0.5 per cent fall in interest rates in 2001

• a fiscal stimulus of 1.5 per cent of GDP in 2001 and 1 per cent of GDP in 2002 financed

through issuing bonds.

McKibbin and Stoeckel (2001), as a final scenario, combined all these assumptions together

in an attempt to capture the full economic effects of the 11 September 2001 terrorist attacks.

Using the latest version of the MSG3 model we commissioned Professor Warwick McKibbin

in late 2003 to simulate a scenario in which terrorism is assumed to cause both a permanent

0.3 per cent decline in productivity and a 1 percentage point rise in global equity risk premia.
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Main features of the model

The MSG3 model originally developed by McKibbin and Sachs in 1991 (known as MSG2) is a

dynamic intertemporal general equilibrium macroeconomic model with detailed country/regional

coverage and some sectoral detail. The MSG3 contains a strong foundation for short run

macroeconomic policy analysis as well as long run growth analysis of alternative macroeconomic

policies, risk shocks, supply shocks and other shocks. The model follows the structure of the

G-cubed model (See McKibbin and Wilcoxen (1998)) with sectors aggregated from 12 to 2

sectors (energy and non-energy). Countries/regions are linked through goods and asset

markets. Each economy consists of several economic agents, covering households, the

government, the financial sector and two production sectors. The behaviour of each type of

agent is modelled and includes intertemporal budget constraints and forward looking behaviour

in investment and consumption. Agents have utility maximising behaviour, for example, firms

choose inputs and their level of investment to maximise their stock market value.

Flows of financial assets between countries (including investment) are driven by expected

rates of return.  Existing differences between rates of return in different countries are generated

by various restrictions that generate a risk premium for country denominated assets. Shocks

in the model induce changes in the expected rates of return in different countries, and these

changes generate flows of financial capital reacting to differences in the rates of return.

Financial flows are also linked to the real sector, so a country with a net capital inflow will also

have a current account deficit. This is because each financial asset represents a claim over

real resources; for example, foreign assets represent a claim over the future exports of the

debtor country.

Other features of the model include:

• explicit intertemporal optimisation by agents (households and firms) in each economy

• the behaviour of agents allows for short-run deviations from optimising behaviour due

either to myopia or to restrictions of households and firms to borrow at the risk-free

rate on government bonds

• short run nominal wage rigidity which allows for a significant period of unemployment

• a distinction between the stickiness of physical capital within sectors and within countries

and the flexibility of financial capital which immediately flows to where expected returns

are highest.

Source: McKibbin Software Group website - www.mgpl.com.au/wmhp/home1.htm.
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